DAT e

REPLY TO
ATTN CF

SUBJECT:

: PR 7 h‘
ApprO\ved For Release 2006/11/01 : CIA- RDPSOBO1495R001 100010002- (}D // -~
T EXewl UTIVE OFF IC‘-‘ OF TH= ’?‘\’CSE_ NT
OFFICE OF MANAGENENT AND BUDGET

Octoher 2’ 1975 _ , ’ WAL GTOMN, DG, 2093)

5D

OM3 Circular No. A-108 Transmittal Mencrandum No. 1
Agancy Liaison Representatives for Privacy Act Implementation

Attached for your information is an advance copy of
Transmittal Memorandum No. 1 to OMB Circular No. A-108
which establishes the new system reporting requirements
pursuant to Section JJVa(o) of the Privacy Act.

This Transmlttal Memo will be publishsd in the Federal
Register w1;h1n the next few days.
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Septemosl 30,'1975_‘ : S chCULAR'No.;AE108'f
‘ . C “pransmittal Memoxandum wo. 1.

7O THE gEADS OF EKECUTIVE OEPARTMENTS AND ES’L’Z&BLISHMENTS '

SUUBJECT > Rasponsibilities £or the maintenance of records -
about.individuals by rederal agencies

1. Purpose. This supplemant to oMB- Circular’ A—-108 dated
July 1. 1975 provides guidance to Federal agencies regarding
the preparation and submission of reports ot thelr intention
to establish oOF alter systens of parsonal recoxrds a8
required by the privacy Act of 1974 (P.L. 93~579, 5 y.s.C.
552a {0} ) - These procedures supersede preliminary guldance
on preparing rhe Report on New Systems conktained in the OMB
privacy Act.Guidelinesldated July 1, 1975 (Federal Register.,
July 9. 1875, P- 28977). S o B

2. - Reportin 'requirementé. N

L R o . o 1’_. - .
a. A Report gg_New gxstems mist be submitted whens -

_ (1) B new szstem'gﬁ_gersonal recordg'subject Eg_the
privacy RcE is-progosed.. A new system of records supject toO

e ——

the new system reportinq'requirement;is _éane  fox which = no

public notice "consistent'with the provisicns of subsection

el (1) 15 currently'publishad in the Federal {& ister.

Tf a pubiic notice for any gpecific systen of records “is
withdrawn,: suspended, cancelledy or rarminated and
subseguently reinstated, rhe subject system of records shall
be considered a new gystemn and subject to the new systen
reporting requirement at such time that it is rainstated.

- (2y A  change to & systen of Eg;sonal Eecords
gub;ect to ﬁhg_?rlvacz act 18 prooosed. A new system report
T required for any change to an existing System.which neets

any of the following criteria.
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{a) Increasa DY Zhanga the bz =3 tvpes of
. g STty

individualsg on whom recoods  gre maintainad . Changes
involving tha number - (rathear Shan tha tyses) of Sindividualsg
asout  whom C2eords are kept nasd only be Teporiad when that
changa Significantly alters tha Tharacterp and purnos

system of Ta2cords, €.9., ncrmal increasag in i
filesm,oriother increases in Che number 6t Tecords in a fila-
which can be Attributed to noTmal growth Patterns  nang not

ba TEportad,. A change rasulting rrom & changa in S
Of the POpulation coverad; a,g,, 4 system whizh o

4 portion of the work force ig 2Xpanded ko “Cova
Yegquired tg he Teported. :

-t

. {b) Bxpand  rhe - type " or Categories of
information Waintained. For 2xXample, if an ‘euplovae pPavroll
file 44 2Xoanded to include data on educatign and-training,
this would e considered gan exXpansion of tha - "typa op
Categorissy of information” maintained,"and would have +o be’
reported, : ' S T . Lo .

AR (c) Alter the manner ip which the records s are.
- organized Or the manner i '
retrieved so ag to change the natyre O¥  scopa  of those-
rYecords. ror exampls, +ha combining of two or mora existing
Systems oy Splitting an existing System into tywo Or mora.
differenﬁ.systems such as might,occu:'in & centralization op
ization of Organizational _responsibilitie$w would
ot | » S S R ”

e
.

, (@) Alter ¢na burposes  for ynicn the
infcrmation is used. For ‘example, g proposalkthat files

be used” z£5p. making determinations " on elizibility for
disability benefitg would reguire g report. a Proposal to
establish Or change the "routine-uses" 0f  the sYstem will
NOt requira the Submission of a Report on New S5ystem if such
use is compatible with the PUrposes for whicn che System. is
maintained; i.e., does not,. in,effect, Create a ney Purpose.
Any new or changed "routine use” would, howevar, ne subject
to  the requirementg to give 39 days prior notice of such
g . _ C . X ,
Change in the Federal Regisggg (5 u.s.c. 552a{e) (11)) .

(e) " Change the equioment configuration {i.e.,
hardware and/or_software) On which the System is Operated so
as  to create the Potential for either greater oy easier
access.  fpor example, the addition of a telecommunications

(No. A-108)
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vapility which c©ouwid increase the risk of unauthorized
AnCass would requlira a report. '

b. Content of ~ the Report. The 2gency  report - on
~oposaed new systems, or proposal to modWL/ existing "vatems
shall consist of a brief narrative aesc:;prlon, supporting
documentation and an uvodate of +the ln’dﬂ;Orj - 0f Federal
2rsonal data systems as outllned belaow:

3

[SIRO IS
PUEREY

s

(1) Narrative.'Statement ~ A brief Lfatatemanc,'
normally not to excesd four pagea in le .q:h, wnichs -

~~ -describes the purnooes of —tHE‘ system - of |
records. ‘ ‘ ; L L STl hwnild :{;i‘y‘. R ’

- ide 1*Lf1es the authority: under whlcn ,_He'
systaem of records. is to be maintained. -

- nrov1des the agency 3 evaludtlon of - "the
probdble or potential effect of such proposal on the privacy
and other personal or property rights of individuals or the
disclosure of information relating to such individuals and
its. effect 'on  the preservation .of -~the - constitutional
nr;nc;ple of fedaralism and separatlon of power," and ’

_ - provides a Dbrief de SClethﬂ of steps
taken by the - agency to minimize the risk of unauthorized

access--to . the- system of. records including.. a. ~discussion .of.. .
‘higher-or lower risk alternatives which were.con51darma Lo

meeting the~requ1ramantp of the system. = A more detalled
assessment -~ of  ° the rxrisks' and specific - administrative,
technical, procedural, and PhYSICEL ~safeguards . established -
shall be—ava¢labls on. request, SR & L

”be~ n&rratlva<? st&tmment' 'shouId make reference,- as..
ﬂpouoprlate, to information in the sunoortlng documen%a ‘
rather than restate such lnformauLon. -

Where changes to computer, 1nstallatlons, - communications
networks, - or any other general <changes in informacion
collection, handling, storage or dissemination are made
which affect multiple systems of  records; a singlea
consolidated new system zreport may be submitted. In such
cases, the narrative statement should address the overall
privacy implications of ‘the proposed change, identify all
- systems of records affected by the change and briefly
describe any unigue impacts on any specific system of

(No. A~-108)
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vecords. - Supporting dJdocumentation, as dafined  in - the
subssquent paragraphs, shall be provided for each system of
records. : _

(2) Su@norpl13_hocumantatlon - The following ~shall’
be anded to all new system reports: ' S :

_ (a) 2An advance copy ©Of the new ox - huvised
am - notice (consistenz witn the - OLOVL “ons of 5 U.5.C.

55795 12) {(B)) waich the dqancv ‘proposes to publish for tné new
or altered system{s).  For proposed alteracions of - existing -
systams the dOCLmﬁnFa:Lon should be DIOV‘de in the same
form as the agency pr s2s to publish the public notice of

4 S

such changes. If thp ig;ncy proposass ©o guoilsh changas in
tha form of a rev;swon to the public notice; a copy of tha
propoaed notices. of avision should be a;ov1d°d._ If the
agency plans to supersade the entire ex1st1nq notice,
changss from the curxently published notice shall be
highlighted by underlining all new or re VLDQd porulonsi_

N (b) 2An advance COpPY of EEX ‘new rule ox
changes. to publisheﬂ ules (consistent with- the- QIOVlS¢bﬂa
of 5 U.5.0. 552ale)(11) and (f)) which the agency proposes
to issue for the naw or altered system. If no change «to
existing rules are required for the proposed new or altexed
system, the report shall so state. Proposed changes to

~existing rules . shall be provided in a manner'31mllar"ﬁo nat T
descleec for thn-s;:reﬂ‘notlceb- {*:” : ‘>1._-y~;p_‘g.§ny:ﬂ-"

B (c) An advance cop oy -of any prooooed rizkes
setting ~forth the “reaasons why the svstem is to be exemptad
1CTGﬂ.§2X‘SDeClIlC prov1s,on, congisten
0f. 5 U.8.C. 552a(j) or (x)) if. the ag

t
Lowi
ar c;: head ~plans. to-:

Len - tHe.prOVL:,apa'”

,AnJoka any exmmptlon; o1 the—new or al rad systems.;,,z;—~¢':m

_ .(3) Update onkwdaral Inv ntorv of P ¥50 al Data
Systems - OMB in coopsaration with the Naplonal Archives and
Records Service is developing, a perpetual inventory of "all
systems of records subject to the Act. The detailed planb
for +this inventory are still bblng developed. - It 1is
anticipated, however, that agencies will be requested to
provide a simple report to facilitate maintenance aof the
Federal inventory. This portion of the report on new
systems 1s not in eFfect until such- time - as -further
nstructions are 1ssued. . : L T

(No. A-108)
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¢,  Report gFormat.

{1) Narrativse Statement. No standard format has
rean  established for the narrativs  statement. }q¢ﬂ»Lda
should present the information requusrud in the most concise
fash vlon p0531bie

s (2) Sumooctiﬁg_Documentation;' The format of "the ' .-
documentation shall, where applicabla); be consistank with -
the publication rdqu rements established by the Office of
the Federal ng"teY of the General Sarvices Administxation.

(3) deaae ol Federal Invanxotl of  Personal pata
svstemns. Format being developed

d. Distribution of Report. m™wvo copies of each new |
systems report shall ‘be submltted to each of the followxng.

(1) Spéaker of the House.

t (2)f President;ofmthe'Senate;rgt; ~

(3) The Privacy Protection Study Commission dur{ng
the period of its existence as set forth 1n Secflon S(g) of '
the Prlvacy Acb. - : - B

'VQQ) Offlce.mf Management and Budget.

~ e. Timing. A report on. & proposed new or. gltered.].””i'”
syvstem of records shall  be ausmltued no later than the
Lollowang datesv wn*cnevet 13 earller.

(T) Slxty (60} dajsabeforn~ ﬁnvf

;_iSsuancé%aof:
CDIWectlon forms and/oxr 1n»tructlon%, or SR

(2) Slxty (oO)‘days before any public issuance of a
Racguast for Proposal or an Invitation to Bid @ for computer
and/or communications systems ox services intended to
gupport the svstem of records. '

3. Bffective Date. The provisions of this Transmittal
Memorandum are effective upon issuance. '

(No. a-108)
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&, Tﬂﬂwxrles. Inquizries -~ concerni Pg

ELr e this -~Transwmittal
Mennorandum may bhe addressed to the I-formation Systams
P,Vls;Qﬂ, Office of Management and Budgah, oom- 9002 NhOJ
Waspington, D.C. 20503, uuLephonn 202 J3J~;=14.
;.
/ 2
Y
JAM:.S T. LZ’L\J\I
: fREC”‘Ot{ :
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